
 

 This work is partly presented at Wireless, Aerospace & Satellite Communications 

 on April 15-16, 2019 at Amsterdam, Netherlands 

 

 

 

Extended Abstract 

Vol 2, Iss 2 

2019 

International Journal of Advanced Research in Electrical, Electronics and 

Instrumentation Engineering 

Wireless 2019: Nuclear Command and Control using Quantum Key Distribution for Encrypted 

Communication: Derek Hall, Naval Postgraduate School, US 

 

Derek Hall 

Naval Postgraduate School, US 

Quantum key distribution (QKD) has the potential to 

provide nearly impregnable secure transmissions, 

increased bandwidth, and additional redundancy for 

nuclear command and control communication (NC3). 

The atomic stock of Russia and the USA as of now 

comprises 12,685 warheads in an expansive arrange 

of vehicles; and the interconnected organize is 

overseen by a command and control communication 

framework. This command and control 

communication framework (C3) must moreover hand-

off data from various airborne, space-born, and 

ground sensors all through the arrange in possibly 

debased situations and are in any case implied to 

safely hold transmissions that must be held to the 

most elevated benchmarks of encryption. C3 

frameworks are moreover apparently one of the 

foremost challenging frameworks to create, since they 

require distant more security, unwavering quality, and 

solidifying compared to commonplace communication 

frameworks, since they regularly must (completely) 

work whereas other frameworks fall flat. Frameworks 

utilized for C3 are not continuously cutting-edge 

innovation, but they must be updated at pivotal 

junctures to keep them at crest execution.Quantum 

material science and subsidiary advances may change 

the current worldwide security environment bottom-

up, working at the nuclear level. Nuclear weapons are 

gadgets that work within the other direction, top-

down. They are the foremost capable weapons 

controlled by people; but they are so harming and so 

uncertain as to be all but unusable in war but against 

adversaries who have no capacity to strike back in a 

comparative manner. The whole worldview of key 

atomic discouragement is based on controlling iotas 

to create colossal sums of vitality in different shapes, 

to incur gigantic impact, warm and radiation impacts, 

onto the mechanical world of classical Newtonian 

physics—essentially, vaporizing and blowing up right 

away populaces, cities, military bases and other living 

and non-living things, and lessening them to smoking, 

transmitting ruins—or debilitating to do so.They work 

by discharging so much vitality and expanding entropy 

massively in one put in some seconds that the coming 

about blast is wild. With wonderful science and 

shocking mechanical ability, these strengths have 

been channeled into distinctive sorts of atomic 

weapons, but the explosion itself is continuously well 

past human control, frequently past comprehension. 

The endeavor to tackle this vitality in a controlled way 

was uprooted into atomic reactors for the parting 

prepare and tokamak holders for combination 

responses, but not one or the other advances have 

succeeded in giving controlled vitality on a 

maintainable premise and have demonstrated 

defenseless to disastrous disappointment. In the 

interim, atomic weapons abound. Every time since 

Nagasaki and Hiroshima that the Joined together 

States considered utilizing them—in the Korean War, 

against China in 1958, over Cuba in 1962, in Vietnam 

in 1966…it found them pointless or unusable.This 

strength and disutility gives rise to the basic to 

preserve control of these extreme weapons at all 

times, driving in turn to a essential “always-never” 

dilemma. Nuclear weapons must continuously be 

controlled, by a few combination of organizational 

and innovative control frameworks, to guarantee that 

they are continuously accessible almost instantly for 

utilize, to preserve validity of discouragement pointed 

at atomic and non-nuclear armed enemies, or to 

console partners in the event that you're the Joined 

together States; and to guarantee that they are never 

utilized without true blue authorization and 

appropriate confirmation, which seem lead to 

incidental, unintended, or coincidental atomic assault 

and corresponding atomic war. Unfortunately, the 

bequest and brand unused command and control 
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frameworks conveyed by atomic equipped states are 

subject to disturbance by modern advances, a few of 

which are close term. Possibly one of most powerful 

of these is quantum innovation.In addition, the part of 

NC3 frameworks as an autonomous source of hazard 

of accidental war is vague. Americans like to think that 

any increment in NC3 capability is “stabilizing,” that's , 

ought to be invited by an foe as stabilizing the adjust 

of fear by giving them certainty that the US will 

continuously be able to control its weapons, lessening 

the penchant of any foe to fear atomic assault from 

weapons that have misplaced control and are utilized 

without legitimate specialist whereas strengthening 

the US capacity to utilize atomic weapons, in this 

manner strengthening the validity of obstruction 

threats. Conversely, Americans moreover think of 

updated NC3 frameworks as drive multipliers—more 

NC3 capacity can really increment the conveyed 

atomic capability and indeed substitute for it—an 

contention progressed at the conclusion of the Cold 

War as budget decreases constrained difficult choices 

on the US military and tradeoffs between atomic and 

ordinary powers. Of course, a US constrain multiplier 

speaks to expanded risk while QKD is still in its 

adolescence, the manner in which QKD should be 

used for NC3 must be charted out before it can be 

engineered, tested, and implemented for operations. 

The control basic leads specifically to large-scale 

organizational frameworks devoted to political-

bureaucratic course of human behavior, educated by 

conventional military hypothesis of command-and-

control, or by basically Weberian ideas of 

organizational execution. Within the cutting edge 

time, we have come to anticipate that such 

organizations built around complex, tall innovation 

may work for a long time at tall levels of brilliance, but 

at that point come up short catastrophically in what 

are called “normal” mischances; which it is frequently 

the inferred information that keeps up numerous of 

these organizations, not the unbending, rigid standard 

working methods and control frameworks, such as 

work force unwavering quality programs, etc. Today’s 

condition of complexity in which nine states presently 

work atomic strengths with their related NC3 

frameworks gives rise to the interaction of more than 

2 atomic weapons states at a time. In Northeast Asia, 

for case, at slightest four nuclear-armed states are 

party to the Korean strife.Quantum key dissemination 

(QKD) could be a secure communication strategy 

which actualizes a cryptographic convention including 

components of quantum mechanics. It empowers two 

parties to deliver a shared irregular mystery key 

known as it were to them, which can at that point be 

utilized to scramble and decode messages. It is 

regularly erroneously called quantum cryptography, 

because it is the best-known illustration of a quantum 

cryptographic task. An vital and one of a kind property 

of quantum key dissemination is the capacity of the 

two communicating clients to distinguish the nearness 

of any third party attempting to gain information of 

the key. This comes about from a crucial angle of 

quantum mechanics: the method of measuring a 

quantum framework in common exasperates the 

framework. A third party attempting to listen 

stealthily on the key must in a few way degree it, in 

this way presenting recognizable inconsistencies.This 

presentation will describe how QKD works, its pros 

and cons, and theorize how best a QKD system would 

be implemented. 

 


